PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pll is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to

system.
1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Air Program Information Management System (APIMS)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
United States Air Force 10/03/19

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pll is: (Check one. Note: foreign nationals are included in general public.)

D From members of the general public From Federal employees and/or Federal contractors

D Erec;rgrg?g;rr::;gt;er;s of the general public and Federal employees and/or D Not Collected (if checked proceed to Section 4)

b. The Pllis in a: (Check one)

D New DoD Information System |:| New Electronic Collection

Existing DoD Information System Existing Electronic Collection

|:| Significantly Modified DoD Information System
c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.
APIMS 1s a web-based system hosted at the Defense Information Systems Agency (DISA) in Oklahoma City. APIMS was designed and built
by the Air Force to provide electronic record keeping to comply with the Clean Air Act and its amendments. APIMS stores and maintains
regulatory mandated information and is the authoritative source for air emissions data within the Air Force. APIMS is most commonly used
to generate air emissions inventories (AEIs), to track Air Quality permits and to assess compliance with requirements of the 1990
Amendments to the Clean Air Act. APIMS supports regulation-driven Air Quality record keeping and reporting. The only PII data the
system collects is First Name, Last Name, Employee Number and Work Email Address of individuals. Federal employees who drive
personal vehicles on some Federal facilities are required to use APIMS to self-certify that they are in compliance with provisions of the
Clean Air Act Section 118. In order to do so, they must enter their name, the year, make and model of their vehicle, vehicle type (e.g., car,

truck, etc.), vehicle fuel type, confirmation that they have a valid emission test certificate, the municipality that granted the certificate and
digital signature that certifies that they are in compliance.

d. Why is the PIl collected and/or what is the intended use of the PlI? (e.g., verification, identification, authentication, data matching, mission-related use,
administrative use)

The information collected is for demonstration of compliance with federal reporting requirements of the Federal Clean Air Act and its
amendments, most notably Clean Air Act section 118, which requires federal employees to self-certify they are in compliance with vehicle
emissions inspection. The data required to identify the person who is entering their compliance certification.

e. Do individuals have the opportunity to object to the collection of their PII? Yes |:| No
(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

All data entries are voluntary but are needed to verify an individual’s compliance with vehicle emission certification requirements of the

Clean Air Act and is required for base driving privileges; therefore, if an individual objects to the collection of their PII, they may simply
refuse to enter the data.

f. Do individuals have the opportunity to consent to the specific uses of their PII? Yes D No
(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

All data entries are voluntary, consent 1s inferred when the individual enters data.
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g.- When an individual is asked to provide Pll, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

Privacy Act Statement [] Privacy Advisory [[] NotApplicable

Privacy Act Statement:

The information herein is FOR OFFICIAL USE ONLY (FOUO) information which must be protected under the Freedom of Information

Act (5 U.S.C 552) and/or the Privacy Act of 1974 (5 U.S.C. 552a). Unauthorized disclosure or misuse of this PERSONAL INFORMATION
may result in disciplinary action, criminal and/or civil penalties.

Vehicle I/M Privacy Supplemental:

* Authority: Section 118 (d) of the Clean Air Act Amendment of 1990, 42 U.S.C. § 7418.

* Purpose: To demonstrate that federal employees parking in federally controlled facilities comply with local emission control requirements.
* Routine uses: DoD and EPA routine uses may apply.

* Disclosure: Voluntary. If requested information is not disclosed, then individual may be denied authority to operate vehicle(s) on
installation.

* Applicable SORN: EPA-GOVT-1 located at http://www.epa.gov/privacy/notice/epa-govt-1.htm.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and outside your Component? (Check all that apply)

Names of individuals collected in APIMS will not be shared
X| Within the DoD Component Specify. . .
P pectly outside the Air Force.
[] Other DoD Components Specify. IN/A

D Other Federal Agencies Specify. IN/A

D State and Local Agencies Specify. IN/A

Northrop Grumman is the current contractor administering
APIMS. Per the PWS associated with the current APIMS
Sustainment contract No. FA8732-14-D-0028, section
5.2.5.2 states, "... the contractor shall protect system design-
related documents and operational data whether in written
form or in electronic form via a network in accordance with
all applicable policies and procedures for such data,
including DOD Regulations 5400.7-R and 5200.1-R to
include latest changes, and applicable service/agency/
Contractor (Name of contractor and describe the language in combatant command policies and procedures. The contractor

the contract that safeguards Pll. Include whether FAR privacy Specify shall protect system design-related documents and
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, " | operational data at least to the level provided by Secure
Privacy Act, and FAR 39.105 are included in the contract.) Sockets Layer (SSL)/Transport Security Layer (TSL)-
protected web site connections with certificate and or
userid-/password-based access controls. In either case, the
certificates used by the Contractor for these protections shall
be DoD- or IC-approved Public Key Infrastructure (PKI)
certificates issued by a DoD or IC approved External
Certification Authority (ECA) and shall make use of at least
128- bit encryption." Additionally, FARs 52.224-1 (Privacy
Act Notification) and 52.224-2 (Privacy Act) both are
incorporated.
|:| Other (e.g., commercial providers, colleges). Specify. I
i. Source of the Pl collected is: (Check all that apply and list all information systems if applicable)
Individuals |X| Databases
Existing DoD Information Systems |:| Commercial Systems

D Other Federal Information Systems

PII data in APIMS comes from the upload of personnel rosters by facility organizations or from an interface with the Air Force Directory
Services (AFDS) personnel system.
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j. How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)
E-mail Official Form (Enter Form Number(s) in the box below)
Face-to-Face Contact Paper

Fax Telephone Interview

> O000

Information Sharing - System to System Website/E-Form

XX OO0

Other (If Other, enter the information in the box below)

Personnel rosters containing PII can be uploaded by Vehicle I/M Managers at facilities.

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

Yes [] No

If "Yes," enter SORN System Identifier |EPA_GOVT_1 |

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNSs/

or

If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date

If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for
the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. | N1-AFU-90-03 |

(2) If pending, provide the date the SF-115 was submitted to NARA. | |

(3) Retention Instructions.

Only electronic records (no hard copies are generated) from the current vehicle registration cycle are retained in the database. Electronic

records are deleted when out of date or when an employee is no longer parking in a federal facility. This analysis and associated data
deletion exercise is performed once per calendar year.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For PIl not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.
(2) If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.
(If multiple authorities are cited, provide all that apply).

(a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.

(b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

(c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

Authority to collect PII as it pertains to APIMS is as follows:

-SORN EPA-GOVT-1: Control of Pollution from Federal Facilities (as cited by the SORN), and Section 118(d) of the Clean Air Act
Amendment of 1990, 42 U.S.C. 7418.

The Air Program Information Management System (APIMS) is a web-based system designed and built by the Air Force to provide electronic
record keeping to comply with the Clean Air Act and its amendments. APIMS stores and maintains regulatory-mandated information and is

the authoritative source for air emissions data within the Air Force. APIMS supports regulation-driven Clean Air Act (CAA) compliance
record keeping and reporting.
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APIMS collects the First Name and Last Name of federal employees at facilities subject to Clean Air Act Section 118. In addition to these
PII elements, APIMS also stores federal employee e-mail addresses and the make, model and model year of their vehicles driven on the

federal facility where they work, as entered by affected employees.
n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control

Number?

Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month period regardless of form or format.

[] Yes [X] No  [] Pending

(1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates.
(2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:

Procedures for DoD Public Information Collections.”
(3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation.

APIMS does not collect information from the public. Only DoD employees are required to provide PII data in response to the ECARS

module vehicle registration request.
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NOTE: Sections 1 above is to be posted to the Component's Web site. Posting of these Sections indicates
that the PIA has been reviewed to ensure that appropriate safeguards are in place to protect privacy. A
Component may restrict the publication of Sections 1 if they contain information that would reveal
sensitive information or raise security concerns.
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