PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pll is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to

system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Aim High Application (AHA)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
United States Air Force 03/31/21

Air Force Recruiting Service

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pll is: (Check one. Note: foreign nationals are included in general public.)

D From members of the general public |:| From Federal employees and/or Federal contractors

Erec;rgrg?g;rr::;gt;er;s of the general public and Federal employees and/or []  Not Collected (if checked proceed to Section 4)

b. The Pllis in a: (Check one)

New DoD Information System New Electronic Collection

[ ] Existing DoD Information System [] Existing Electronic Collection
|:| Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

The purpose of the Aim High Application is to expand the ability to recruit individuals interested in the Air Force. Types of personal
information include (but not limited to) name, SSN, gender, date of birth, marital status, number of dependents, security information, civil
court actions/convictions, ASVAB qualification data. (refer to Section 2A for complete list)

d. Why is the PIl collected and/or what is the intended use of the PlI? (e.g., verification, identification, authentication, data matching, mission-related use,
administrative use)

Information is collected to facilitate qualification and subsequent accession into the respective air component. The information is required
to determine and verify the identity of the individual seeking accession. Additionally, this information is required to determine if an
applicant meets minimum eligibility criteria to qualify as a member of the respective air component.

e. Do individuals have the opportunity to object to the collection of their PII? Yes |:| No
(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

An individual has the opportunity to object to collection of their PII at the initial request for the information. The individual 1s then advised
this could delay the application process up to and including denial of consideration for entry into the Air Service Component.

f. Do individuals have the opportunity to consent to the specific uses of their PII? D Yes No
(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

An individual is provided a Privacy Act Statement used to collect personal data prior to account creation. However once the PII is provided,
the information is used IAW the Privacy Act Statement uses.

g.- When an individual is asked to provide Pll, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

[X] Privacy Act Statement [] Privacy Advisory [] NotApplicable

AUTHORITY: 10 U.S. §11503.Enlistments: recruiting campaigns; compilation of directory information, AFMAN 36-2032: Military

Recruiting and Accessions, and Executive Order 9397 as amended (E.O 13478): Numbering System For Federal Accounts Relating To
Individual Persons.

PURPOSE: To engage non-military interest in the Air Force environment; to provide career filtering based on interests and profile of
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application users; to provide ways to filter the best Air Force candidates; to provide ways to retain Airman; to determine an applicants
mental, medical, and moral qualifications for entry into the US Air Force. This data is FOR OFFICIAL USE ONLY and will be maintained
in strict confidence within the Department of Defense according to Federal law and regulation. If you are accepted and subsequently enter
into a component of the Air Force, the information becomes a part of your military personnel records which is used to provide information
for personnel management actions. If you are not accepted or do not subsequently enter a component of the Air Force, your records will be
destroyed as specified by regulation.

ROUTINE USES: This information may be disclosed to the Social Security Administration and the Department of Treasury to establish a
record of income; to federal, state, local or foreign law enforcement authorities for investigating or prosecuting a violation or potential
violation of law; to federal, state, or local agencies to obtain information concerning hiring or retention of an employee, issuance of a
security clearance, letting of a contract, or issuance of a license, grant or other benefit; to a federal agency in response to its request in
connection with the hiring or retention of an employee, issuance of a security clearance, reporting of an investigation of an employee, letting
of a contract, issuance of a license, grant, or other benefit by the requesting agency to the extent that the information is relevant and
necessary to the requesting agency's decision on the matter; to a congressional office in response to their inquiry made at the request of the
individual; to the Office of Management and Budget (OMB) in connection with review of private relief legislation as set forth in OMB
Circular A19; to foreign law enforcement, security, investigatory, or administrative authorities to comply with requirements of international
agreements and arrangements; to state and local taxing authorities in accordance with Treasury Fiscal Requirements Manual Bulletin 7607;
to the Office of Personnel Management (OPM) concerning information on pay and leave, benefits, retirement deductions, and other
information necessary for OPM to carry out its functions; to NARA for records management functions; and to the Department of Justice for
pending or potential litigation; to appropriate agencies, entities, and persons when (1) the DoD suspects or has confirmed that there has been
a breach of the system of records; (2) the DoD has determined that as a result of the suspected or confirmed breach there is a risk of harm to
individuals, the DoD (including its information systems, programs, and operations), the Federal Government, or national security; and (3)
the disclosure made to such agencies, entities, and persons is reasonably necessary to assist in connection with the DoD’s efforts to respond
to the suspected or confirmed breach or to prevent, minimize, or remedy such harm; to contractors, grantees, experts, consultants, students,
and others performing or working on a contract, service, grant, cooperative agreement, or other assignment for the Federal Government
when necessary to accomplish an agency function related to this system of records.

DISCLOSURE IS VOLUNTARY: However, if adequate information is not provided, we will be unable to contact you and notify you of
possible Air Force events and opportunities available to you. Also, failure to furnish applicant information needed to determine your mental,
medical and moral qualifications for entry into the US Air Force will result in a denial of application.

SORN: FO36 AETCR

h. With whom will the PIl be shared through data exchange, both within your DoD Component and outside your Component? (Check all that apply)

Within the DoD Component Speciy. ?;iio(rlc:; Ié;!;gl{}ﬂ;l)g Information Support System-Total

D Other DoD Components Specify. I ‘
|:| Other Federal Agencies Specify. I ‘
|:| State and Local Agencies Specify. I ‘
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Contractor (Name of contractor and describe the language in
the contract that safeguards PIl. Include whether FAR privacy
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2,

Privacy Act, and FAR 39.105 are included in the contract.)

D Other (e.g., commercial providers, colleges).

Specify.

Specify. I

Aviture Inc.: The Contractor will be required to design,
develop, or operate a system of records on individuals, to
accomplish an agency function subject to the Privacy Act of
1974, Public Law 93-579, December 31, 1974 (5
U.S.C.552a) and applicable agency regulations. Violation of
the Act may involve the imposition of criminal penalties.
(a) The Contractor agrees to --

(1) Comply with the Privacy Act of 1974 (the Act) and the
agency rules and regulations issued under the Act in the
design, development, or operation of any system of records
on individuals to accomplish an agency function when the
contract specifically identifies --

(1) The systems of records; and

(i1) The design, development, or operation work that the
contractor is to perform;

(2) Include the Privacy Act notification contained in this
contract in every solicitation and resulting subcontract and
in every subcontract awarded without a solicitation, when
the work statement in the proposed subcontract requires the
redesign, development, or operation of a system of records
on individuals that is subject to the Act; and

(3) Include this clause, including this subparagraph (3), in
all subcontracts awarded under this contract which requires
the design, development, or operation of such a system of
records.

(b) In the event of violations of the Act, a civil action may
be brought against the agency involved when the violation
concerns the design, development, or operation of a system
of records on individuals to accomplish an agency function,
and criminal penalties may be imposed upon the officers or
employees of the agency when the violation concerns the
operation of a system of records on individuals to
accomplish an agency function. For purposes of the Act,
when the contract is for the operation of a system of records
on individuals to accomplish an agency function, the
Contractor is considered to be an employee of the agency.
(c)

(1) “Operation of a system of records,” as used in this
clause, means performance of any of the activities associated|
with maintaining the system of records, including the
collection, use, and dissemination of records.

(2) “Record,” as used in this clause, means any item,
collection, or grouping of information about an individual
that is maintained by an agency, including, but not limited
to, education, financial transactions, medical history, and
criminal or employment history and that contains the
person’s name, or the identifying number, symbol, or other
identifying particular assigned to the individual, such as a
fingerprint or voiceprint or a photograph.

(3) “System of records on individuals,” as used in this
clause, means a group of any records under the control of
any agency from which information is retrieved by the name
of the individual or by some identifying number, symbol, or
other identifying particular assigned to the individual.

i. Source of the Pl collected is: (Check all that apply and list all information systems if applicable)

Individuals

D Existing DoD Information Systems

D Databases

[] Commercial Systems
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D Other Federal Information Systems

j. How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)

[[] E-mail [[] Official Form (Enter Form Number(s) in the box below)
Face-to-Face Contact [[] Paper

[] Fax [[] Telephone Interview

D Information Sharing - System to System |:| Website/E-Form

Other (If Other, enter the information in the box below)

Individuals will download the application on their mobile phones.

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

Yes [ ] No

If "Yes," enter SORN System Identifier |FO36 AETC R |

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNSs/

or

If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date

If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. N1-AFU-90-03 |

(2) If pending, provide the date the SF-115 was submitted to NARA. |

(3) Retention Instructions.

T36-14 R 01.00 Enlistment and Transfer Reports, Rejected Enlistment Applications--Destroy after 2 years

T36-14 R 03.00 Basic Trainee Interview Records--Destroy 1 year after completion of case

T36-14 R 04.00 Recruiting Activities Management Support System (RAMSS) DSD EO27--Destroy when no longer needed
T36-14 R 06.00 ASVAB Testing Lead Information--Destroy after 2 months

T36-14 R 07.00 Enlistment or Reenlistment Agreement- Armed Forces of the US and AF Reenlistment Eligibility Form--Destroy after 3
months.

Among the dispositions cited in this field, the one with the longest retention time will be used on the system’s records data
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NOTE: Sections 1 above is to be posted to the Component's Web site. Posting of these Sections indicates
that the PIA has been reviewed to ensure that appropriate safeguards are in place to protect privacy. A
Component may restrict the publication of Sections 1 if they contain information that would reveal
sensitive information or raise security concerns.
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