PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Air Force Publication Reduction Initiative (AFPRI)/Airmen Publications One Stop Tool (PubOne)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

United States Air Force 08/16/23

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)

a. The Pllis: (Check one. Note: Federal contractors, military family members, and foreign nationals are included in general public.)

|:| From members of the general public |:| From Federal employees

|Z| from both members of the general public and Federal employees |:| Not Collected (if checked proceed to Section 4)

b. The Pllis in a: (Check one.)

X] New DoD Information System [] New Electronic Collection
|:| Existing DoD Information System |:| Existing Electronic Collection
|:| Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

The AFPRI 1s comprised of business process and IT tool re-engineering. The IT solution i1s implemented through the Airmen Publication
One Stop (PubOne) tool. PubOne creates a new comprehensive environment that enables all AF publication stakeholders, based on validated
roles, to make and use AF publications. Specific capabilities include but are not limited to Develop, Validate, Monitor, Publish, and Access
publications enterprise wide. The platform ensures publications are up to date, accurate, clear, and easily accessed from one authoritative
source. This is a SecAF initiated effort to ensure all organizations are provided policy and guidance to meet Business Mission Area (BMA)
goals. The Air Force Departmental Publishing Office (AFDPO) is the Functional Management Office during implementation and Air Force
Life Cycle Management Center (AFLCMC) is assigned as the Program Management Office during sustainment. AFDPO oversees the
publication process, publication owners manage individual publications, and role based access is provided throughout the hierarchy down to
individual airmen. There are no critical dependencies beyond typical PKI interfaces. There were no earlier incarnations of PubOne.

The PII in PubOne consists of Name, Rank/Grade, Position/Title, Organization, Official Duty Phone, Duty Address, Work E-Mail Address,
and DoD ID Number (EDIPI). The context for the use of this information will be to contact the individual for routine business matters and
collaboration.

d. Why is the Pll collected and/or what is the intended use of the PlI? (e.g., verification, identification, authentication, data matching, mission-related use,
administrative use)

The context for the use of this information will be to contact the individual for routine business matters, mission related, and administrative
use.

e. Do individuals have the opportunity to object to the collection of their PII? |:| Yes |X| No
(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

PubOne utilizes rolodex and EDIPI information to facilitate DoD resource team building for collaboration elements.
Role based PubOne system access through PKI/EDIPI Authorization and SAML Authentication.

f. Do individuals have the opportunity to consent to the specific uses of their PII? |:| Yes |X| No
(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

PubOne utilizes rolodex and EDIPI information to facilitate DoD resource team building for collaboration elements.
Role based PubOne system access through PKI/EDIPI Authorization and SAML Authentication.
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g.- When an individual is asked to provide Pll, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

|Z Privacy Act Statement |:| Privacy Advisory |:| Not Applicable

Authority: 10 U.S.C. 9013, Secretary of the Air Force: powers and duties; DAFI-90-160, PUBLICATIONS AND FORMS
MANAGEMENT and AFMAN 33-461, Publishing Processes and Procedures.

Purpose: PubOne is an application that will support the development, validation, dissemination, and management of Air Force publications:
directive and non-directive guidance and associated forms.

Routine Use: In addition to those disclosures generally permitted under 5 U.S.C. 522a (b) of the Privacy Act, as amended, these records
contained therein may specifically be disclosed outside the DoD as a routine use pursuant to 5 U.S.C. 522a (b) (1) as follows:

a. To the appropriate Federal, State, local, territorial, tribal, foreign, or international law enforcement authority or other appropriate entity
where a record, either alone or in conjunction with other information, indicates a violation or potential violation of law, whether criminal,
civil, or regulatory in nature.

b. To any component of the Department of Justice for the purpose of representing the DoD, or its components, officers, employees, or
members in pending or potential litigation to which the record is pertinent.

¢. In an appropriate proceeding before a court, grand jury, or administrative or adjudicative body or official, when the DoD or other Agency
representing the DoD determines that the records are relevant and necessary to the proceeding; or in an appropriate proceeding before and
administrative or adjudicative body when the adjudicator determines the records to be relevant to the proceeding.

d. To the National Archives and Records Administration for the purpose of records management inspections conducted under the authority
of 44 U.S.C. §§ 2904 and 2906.

e. To a Member of Congress or staff acting upon the Member's behalf when the Member or staff requests the information on behalf of, and af
the request of, the individual who is the subject of the record.

f. To appropriate agencies, entities, and persons when (1) the DoD suspects or has confirmed that there is a breach of the system of records;
(2) the DoD has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, the DoD (including its
information systems, programs, and operations), the Federal Government, or national security; and (3) the disclosure made to such agencies,
entities, and persons is reasonably necessary to assist in connection with the DoD's efforts to respond to the suspected or confirmed breach or
to prevent, minimize, or remedy such harm.

g. To another Federal agency or Federal entity, when the DoD determines that information from this system of records is reasonably
necessary to assist the recipient agency or entity in (1) responding to a suspected or confirmed breach or (2) preventing, minimizing, or
remedying the risk of harm to individuals, the recipient agency or entity (including its information systems, programs, and operations), the
Federal Government, or national security, resulting from a suspected or confirmed breach.

Disclosure: involuntary.

h. To contractors, grantees, experts, consultants, students, and others performing or working on a contract, service, grant, cooperative
agreement, or other assignment for the Federal government when necessary to accomplish an agency function related to this system of
records.

SORN: DoD-0015, Enterprise Identity, Credential, and Access Management (ICAM)Records
https://www.federalregister.gov/documents/2022/12/16/2022-27356/privacy-act-of-1974-system-of-records.

h. With whom will the PIl be shared through data/system exchange, both within your DoD Component and outside your Component?
(Check all that apply)

|Z| Within the DoD Component Specify. IUsed for DAF team collaboration assignments. ‘

|:| Other DoD Components (i.e. Army, Navy, Air Force) Specify. | ‘

|:| Other Federal Agencies (i.e. Veteran’s Affairs, Energy, State) Specify. I ‘

|:| State and Local Agencies Specify. I ‘
Contractor (Name of contractor and describe the language in PubOne contractors .m support of the PubOne mlss19n will

IXI the contract that safeguards PII. Include whether FAR privacy adhere to the following PII safeguards: 52.224-1 Privacy
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, Act Notification. As prescribed in 24.104, insert the

Privacy Act, and FAR 39.105 are included in the contract) following clause in solicitations and contracts, when the

design, development, or operation of a system of records on
individuals is required to accomplish an agency function:
Privacy Act Notification (Apr 1984) The Contractor will be
required to design, develop, or operate a system of records
on individuals, to accomplish an agency function subject to
the Privacy Act of 1974, Public Law 93-579, December 31,
1974 (5 U.S.C. 552a) and applicable agency regulations.
Violation of the Act may involve the imposition of criminal
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penalties. (End of clause) 52.224-2 Privacy Act. As
prescribed in 24.104, insert the following clause in
solicitations and contracts, when the design, development, or]
operation of a system of records on individuals is required to
accomplish an agency function: Privacy Act (Apr 1984) (a)
The Contractor agrees to— (1) Comply with the Privacy Act
of 1974 (the Act) and the agency rules and regulations
issued under the Act in the design, development, or
operation of any system of records on individuals to
accomplish an agency function when the contract

Specify. |specifically identifies— (i) The systems of records; and (ii)
The design, development, or operation work that the
contractor is to perform; (2) Include the Privacy Act
notification contained in this contract in every solicitation
and resulting subcontract and in every subcontract awarded
without a solicitation, when the work statement in the
proposed subcontract requires the redesign, development, or
operation of a system of records on individuals that is
subject to the Act; and (3) Include this clause, including this
paragraph (3), in all subcontracts awarded under this
contract which requires the design, development, or
operation of such a system of records. (b) In the event of
violations of the Act, a civil action may be brought against
the agency involved when the violation concerns the design,
development, or operation of a system of records on
individuals to accomplish an agency function, and criminal
penalties may be imposed upon the officers or employees of
the agency when the violation concerns the operation of a
system of records on individuals to accomplish an agency
function. For purposes of the Act, when the contract is for
the operation of a system of records on individuals to
accomplish an agency function, the Contractor is considered
to be an employee of the agency.

|:| Other (e.g., commercial providers, colleges).

Specify. ‘
i. Source of the Pl collected is: (Check all that apply and list all information systems if applicable)
X Individuals [] Databases
Existing DoD Information Systems |:| Commercial Systems

|:| Other Federal Information Systems

PubOne profile setup and dd 2875 approvals.

j- How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)

[] E-mail [ ] Official Form (Enter Form Number(s) in the box below)
[] In-Person Contact [] Paper

|:| Fax |:| Telephone Interview

[] Information Sharing - System to System [] Website/E-Form

Other (If Other, enter the information in the box below)

PubOne utilizes rolodex and EDIPI information to facilitate DoD resource team building for collaboration elements.
Role based PubOne system access through PKI/EDIPI Authorization and SAML Authentication.

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that

is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.
|X| Yes |:| No

If "Yes," enter SORN System Identifier
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[DoD-0015, Enterprise Identity, Credentiall

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNSs/

or

If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date

If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

(1) NARA Job Number or General Records Schedule Authority. NI1-AFU-90-03; NC1-AFU-77-41

(2) If pending, provide the date the SF-115 was submitted to NARA. | |

(3) Retention Instructions.

T33-37 R1 - Publications/Forms Requisitions and Requirements, Publications and Nonaccountable Forms Distribution Status -- Destroy
when superseded, obsolete, or no longer needed

T33-38 RO1 - Directives, Instructions, Manuals, Supplements, Staff Digests, Pamphlets, Visual Aids (VA), Periodicals record set of each
publication which have AF-wide or MAJCOM applicability ALSO: Directives, Instructions, Manuals, Supplements, Staff Digests,
Pamphlets, VAs, Periodicals Below Major Subordinate Commands; Headquarters Operation Instructions (HOIs) at HQ USAF OPRs;

TIG Brief Record Set -- Retire as permanent

T33-41 RO1 - Air Force Forms Management Program - records that reflect development, formulation and issuance of all basic plans, policies
and procedures and the managerial control of the AF-wide forms management program which encompasses development of standards, and
procedures and the managerial control of the AF-wide forms management program which encompasses development of standards, design,
typography, and specifications for, and consolidation, identification, registration and standardization of all forms created by AF activities -
Destroy when 6 years old; earlier disposal is authorized if the records are superseded, obsolete or no longer needed for reference.

Note: Among the disposition(s) cited in this field, the one with the longest retention time will be used on the system's records data.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For PIl not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.
(2) If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.
(If multiple authorities are cited, provide all that apply).

(a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.

(b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

(c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

10 U.S.C. 9013, Secretary of the Air Force: powers and duties; DAFI 90-160, PUBLICATIONS AND FORMS MANAGEMENT and
DAFMAN 90-161, Publishing Processes and Procedures. 10 U.S.C. Chapter 8, Defense Agencies and Department of Defense Field
Activities; DoD Directive 5105.19, Defense Information Systems Agency (DISA); DoD Instruction (DoDI) 1000.25, DoD Personnel Identity
Protection (PIP) Program; DoDI 5200.46, DoD Investigative and Adjudicative Guidance for Issuing the Common Access Card (CAC); and
DoDI 8520.03, Identity Authentication for Information Systems.

n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month period regardless of form or format.

|:| Yes |X| No |:| Pending

DD FORM 2930, JUN 2017 PREVIOUS EDITION IS OBSOLETE. Page 4 of 11




(1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates.

(2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:
Procedures for DoD Public Information Collections.”

(3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation.

PubOne is not collecting from members of the public. Information is collected from DAF internal only.
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NOTE: Sections 1 above is to be posted to the Component's Web site. Posting of these Sections indicates
that the PIA has been reviewed to ensure that appropriate safeguards are in place to protect privacy. A
Component may restrict the publication of Sections 1 if they contain information that would reveal
sensitive information or raise security concerns.
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